
Overview of computer and 

communications security
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Basic security concepts

 Assets

 Threats

 Security services

 Security mechanisms
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Assets

 Logical resources 

 Information

 Money (electronic)

 Personal data

 Credit/debit card 

data

 Electronic goods 

(music, software, 

tickets…)

 Physical resources

 Goods (clothes, 

electronic devices, 

food…)

 Hardware

 Buildings

 People

 Money (physical)
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Threats

 A potential for violation of security, which 

exists when there is an entity, 

circumstance, capability, action, or event 

that could cause harm. 

 A threat is a possible danger that might 

exploit a vulnerability. 

SOURCE: GUÍA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS 
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Threats

 Intentional threat

A possibility of an attack by an intelligent entity 

(e.g., an individual cracker or a criminal 

organization). 

 Accidental threat

A possibility of human error or omission, 

unintended equipment malfunction, or natural 

disaster (e.g., fire, flood, earthquake, 

windstorm, and other causes listed in). 

SOURCE: GUÍA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS 
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Threats

 Passive threat

The threat of unauthorized disclosure of 

information without changing the state of the 

system.

 Active threat 

The threat of a deliberate unauthorized change 

to the state of the system. 

SOURCE: GUÍA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS 
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Threats

 Passive
 Interception

 Active
 Interruption

 Modification

 Generation 
(fabrication)

 Unauthorized access

 Repudiation
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Passive threats

 Interception

 Communications monitored by 

eavesdropper 

 Tapping telephone wires

 Sniffers: intercept packets from a network

 Traffic analysis

 In open networks like internet, this is very 

difficult to detect and impossible to prevent.
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Active threats

 Interruption

 Denial of service (DoS) attack e.g. by 

flooding: SYN, smurf

 By blocking / jamming: mydoomW32.Mydoom.M@mm is a mass-mailing worm that drops and 

executes a backdoor, detected as Backdoor.Zincite.A, 

that listens on TCP port 1034. The worm uses its own 

SMTP engine to send itself to email addresses it 

finds on the infected computer.

The email contains a spoofed From address, and the 

Subject and Body text will vary. The attachment name 

will also vary.
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http://securityresponse.symantec.com/avcenter/venc/data/backdoor.zincite.a.html


Active threats

 Modification

 Falsification of IP directions

 Communications tampering

 “Man in the middle”

 Masquerade

 Spoofing / phishing
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Active threats

 Generation

 IP hijacking (session kidnapping)
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Threat agents

 Insiders (employees / former employees)
 Errors

 Intentional actions (attackers)

 Outsiders (external parties, attackers)
 Criminals

 Vandals

 Disasters
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Cybercrime

 Cybercrime refers to criminal offenses 
committed using the Internet or another 
computer network as a component of the 
crime. E.g.:
 The computer or network can be the tool of the 

crime (used to commit the crime).

 The computer or network can be the target of the 
crime (the “victim”).

 The computer or network can be used for 
incidental purposes related to the crime (for 
example, to keep records of illegal drug sales).
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Cybercrime (United Nations)

 a. Cybercrime in a narrow sense (computer 
crime): Any illegal behavior directed by means of 
electronic operations that targets the security of 
computer systems and the data processed by 
them.

 b. Cybercrime in a broader sense (computer-
related crime): Any illegal behavior committed by 
means of, or in relation to, a computer system or 
network, including such crimes as illegal 
possession [and] offering or distributing 
information by means of a computer system or 
network.
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Computer Crime & Security Survey 

2008

 Robert Richardson, Director of CSI 

(Computer security institute) has asked its 

community how they were affected by 

network and computer crime in the prior 

year and what steps they’ve taken to 

secure their organizations. 

 Over 500 security professionals responded. 

Their answers are inside the Survey
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Source: Computer Security Institute - Computer Crime & Security Survey 2008



Experienced security incidents (%)

 Yes:
 2007: 46

 2008: 43 (over 517 respondents)

 No:
 2007: 45

 2008: 44

 Don’t Know
 2007: 10

 2008: 13

16

Source: Computer Security Institute - Computer Crime & Security Survey 2008



Number of incidents (%)

 2008 (250 respondents)

 1-5: 47

 6-10: 14

 >10: 13

 Don’t know: 26

 Similar figures for previous years
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Source: Computer Security Institute - Computer Crime & Security Survey 2008



Key types of incident (%)

 2008: 433 respondents
 Virus: 50

 Insider Abuse: 44

 Laptop Theft/Fraud: 42

 Unauth Access: 29 

 Bots: 20

 Financial Fraud: 12

 DNS: 8

 Decreasing tendency since 1999-2001

 New types of attackssince 2007: Bots and DNS

 Average losses in 2008: 289 thousands of dollars (144 
respondents) [vs average losses in 2001: 3149 thousands of 
dollars)
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Source: Computer Security Institute - Computer Crime & Security Survey 2008



Internet Crime report 2008

 “The 2008 Internet Crime Report (IC3) is the eighth 
annual compilation of information on complaints received 
and referred by the IC3 to law enforcement or regulatory 
agencies for appropriate action.” 

 “From January 1, 2008 – December 31, 2008, the IC3 
website received 275,284 complaint submissions. This is 
a (33.1%) increase when compared to 2007 when 
206,884 complaints were received.”

 “These filings were composed of complaints primarily 
related to fraudulent and non-fraudulent issues on the 
Internet.”
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Source: Internet Crime Complaint Center (IC3) - Internet Crime report 2008



Crime complaints

 Main categories (%):

 Non-delivery: 32,9

 Auction Fraud: 25,5

 Credit/Debit Card

Fraud: 9

 Confidence Fraud: 

6,2

 Computer Fraud: 5,4

 Check Fraud: 5,4

 Main average losses: 

 $100-$999,9 (36,5%) 

 $1.000-$4.999,99 (33,7%)

 Total losses: 

 $264,6 million

 Main contact methods: 

 e-mail (74%) 

 web page (28,9%)
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Source: Internet Crime Complaint Center (IC3) - Internet Crime report 2008



Check fraud
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Attackers’ tools

 Sophisticated tools
 Hybrid attacks 

 Use several malware to infiltrate or damage a 
computer system, without the owner's informed 
consent

 May affect the web site (losses because 
unavailability, capture of customers’ personal 
data...) 

 May affect the customer (capture of personal and 
authentication data -keystroke logging-, use 
computer as a zombie to send spam or perform
DDoS…)
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Albert Gonzalez

 http://www.storefrontbacktalk.com/securityfrau

d/gonzalez-the-al-capone-of-cyber-thieves/

 “Beginning on or about December 26, 2007, 

Heartland was the victim of a SQL injection attack 

on its corporate computer network that resulted in 

malware being placed on its payment processing 

system and the theft of more than approximately 

130 million credit and debit card numbers and 

corresponding card data.”
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Albert Gonzalez

http://online.

wsj.com/articl

e/SB1000142405

27487034162045

75146152576681

126.html
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Attackers’ tools

 Automated tools
 http://www.computerworl

d.com/s/article/9064238/

Hacker_group_releases

_automated_Google_ha

cking_tool
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Cycle of exploitation of a vulnerability

Expert attackers 

detect a 

vulnerability

Creation of coarse 

tools to exploit the 

vulnerability

Amateur attackers 

make use of tools

Creation of tools which 

automatically detect the 

vulnerability

General use of 

the automated 

tools

Utilization of new

exploit types
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Defacement

 A website defacement is an attack on a website 
that changes the visual appearance of the site.
 Potential to cause lasting damage to the customer’s 

impression of the business and in particular to the 
perception of its security
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Attackers’ tools

 Social engineering
 An attack that does not depend on technology 

as much as it depends upon tricking or 
persuading an individual to divulge privileged 
information to the attacker, usually 
unknowingly.

 http://www.theregister.co.uk/2003/04/18/office_workers_give_awa

y_passwords/

 False virus (hoax)

 Phishing http://www.antiphishing.org/

 Pharming

Users are the 

weak link in 

security
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http://www.theregister.co.uk/2003/04/18/office_workers_give_away_passwords/
http://www.theregister.co.uk/2003/04/18/office_workers_give_away_passwords/
http://www.antiphishing.org/


Social engineering: Phishing

 Phishing

 A technique for attempting to acquire sensitive 

data, such as bank account numbers, through 

a fraudulent solicitation in email or on a Web 

site, in which the perpetrator masquerades as 

a legitimate business or reputable person

31



Social Engineering: Phishing
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Social Engineering: Phishing
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Social Engineering: Phishing
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Social Engineering: Phishing
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Social Engineering: Phishing
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Social Engineering: Phishing web sites
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Social Engineering: Phishing web sites
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Social Engineering: Phishing web sites
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Social Engineering: Phishing web sites
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Social Engineering: Phishing web sites
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Social Engineering
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Social Engineering
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Social engineering: Pharming

 A more sophisticated form of MITM attack

 Users session requesting certain URL (real IP 
address) is redirected to a masquerading 
website (fake IP address)
 Changing hosts file

 Changing the pointers on a DNS server

 At the pseudo website, transactions can be 
mimicked and information like login credentials can 
be gathered. With this the attacker can access the 
real site and conduct transactions using the 
credentials of a valid user on that website
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Pharming

 = domain spoofing 

 DNS poisoning

 Solution: Certificates

Just watching the address bar on your 

Internet browser won't inform you of 

any hijacks; to you, the URL and 

possibly even the spoofed financial 

site will look just fine.
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Security services

 A service that enhances the security of the data 
processing systems and the information transfers
of an organization. The services are intended to
counter security attacks, and they make use of 
one or more security mechanisms to provide the
service [Cryptography and Network Security, 4/E 
W. Stallings, 2008]

 A service, provided by a layer of communicating 
open systems, which ensures adequate security 
of the systems or of data transfers. [ISO-7498-
2:1989]
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Security services

 Confidentiality

 The property that data is not disclosed to 

system entities unless they have been 

authorized to know the data.

SOURCE: GUÍA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS 
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Security services

 Authentication

 A security service that verifies an identity 

claimed by or for an entity

 data origin authentication service: The 

corroboration that the source of data received is 

as claimed

 peer entity authentication service: The 

corroboration that a peer entity in an association is 

the one claimed.

SOURCE: GUÍA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS 
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Security services

 Integrity

 The security goal that generates the 

requirement for protection against either 

intentional or accidental attempts to violate 

 data integrity (the property that data has not been 

altered in an unauthorized manner) or

 system integrity (the quality that a system has 

when it performs its intended function in an 

unimpaired manner, free from unauthorized 

manipulation)

SOURCE: GUÍA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS 
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Security services

 Non repudiation
 A security service that provides protection against 

false denial of involvement in an association 
(especially a communication association that 
transfers data)

 non-repudiation with proof of origin: 
 provides the recipient of data with evidence that proves the origin of 

the data, and thus protects the recipient against an attempt by the 

originator to falsely deny sending the data.

 non-repudiation with proof of receipt: 
 provides the originator of data with evidence that proves the data 

was received as addressed, and thus protects the originator against 
an attempt by the recipient to falsely deny receiving the data.

SOURCE: GUÍA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS 
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Security services

 Access control

 Protection of system resources against 

unauthorized access

 A process by which use of system resources is 

regulated according to a security policy and is 

permitted only by authorized entities (users, 

programs, processes, or other systems) 

according to that policy.

SOURCE: GUÍA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS 
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Security services

 Availability

 The property of a system or a system resource 

being accessible, or usable or operational 

upon demand, by an authorized system entity, 

according to performance specifications for the 

system; i.e., a system is available if it provides 

services according to the system design 

whenever users request them.

SOURCE: GUÍA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS 
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Security mechanisms

 A method or process (or a device 

incorporating it) that can be used in a 

system to implement a security service that 

is provided by or within the system

 Designed to prevent, detect and recover 

from a security attack

 Cryptographic techniques underlie many of 

the security mechanisms in use

SOURCE: GUÍA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS 
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Security mechanisms (X.800)

 Specific

 Encipherment

 Digital signatures

 Access controls

 Data integrity

 Authentication 

exchange

 Traffic padding

 Routing control

 Notarization

 Pervasive

 Trusted functionality

 Security labels

 Event detection

 Security audit trails

 Security recovery
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Relationship between services and 

mechanisms
Mechanism

Service
Encipher-

ment
Digital 

Signature
Access 
Control

Data 
Integrity

Authentication 
Exchange

Traffic 
Padding

Routing 
Control

Notari-
zation

Peer entity authentication Ｙ Ｙ Ｙ

Data origin authentication Ｙ Ｙ

Access control Ｙ

Confidentiality Ｙ Ｙ

Traffic flow confidentiality Ｙ Ｙ Ｙ

Data integrity Ｙ Ｙ Ｙ

Nonrepudiation Ｙ Ｙ Ｙ

Availability Ｙ Ｙ

Source: Cryptography and Network Security, 4/E. W. Stallings, 2008
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