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Basic security concepts

» Assets

» Threats

» Security services

» Security mechanisms
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Assets

» Logical resources

>
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Information
Money (electronic)
Personal data

Credit/debit card
data

Electronic goods
(music, software,
tickets...)

» Physical resources

>
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Goods (clothes,
electronic devices,
food...)

Hardware
Buildings

People

Money (physical)
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Threats

» A potential for violation of security, which
exists when there Is an entity,
circumstance, capabillity, action, or event
that could cause harm.

» A threat Is a possible danger that might
exploit a vulnerabillity.

SOURCE: GUIA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS
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Threats

> Intentional threat

A possibility of an attack by an intelligent entity
(e.g., an individual cracker or a criminal
organization).

» Accidental threat

A possibility of human error or omission,
unintended equipment malfunction, or natural
disaster (e.qg., fire, flood, earthquake,
windstorm, and other causes listed in).

SOURCE: GUIA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS
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Threats

> Passive threat

The threat of unauthorized disclosure of
Information without changing the state of the
system.

> Active threat

The threat of a deliberate unauthorized change
to the state of the system.

SOURCE: GUIA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS
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Threats
» Passive
» Interception Q % Q
» Active
» Interruption HQ
» Modification
>

Generation

(fabrication) Q\ 7 Q
Unauthorized access g
Repudiation Q /@
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Passive threats

» Interception

» Communications monitored by
eavesdropper

» Tapping telephone wires
» Sniffers: intercept packets from a network
» Traffic analysis

=» In open networks like internet, this Is very
difficult to detect and impossible to prevent.
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Active threats

» Interruption

» Denial of service (DoS) attack e.g. by
flooding: SYN, smurf

W32 .Mydoom.Ml@mm i1s a mass-maliling worm that drops and
executes a backdoor, detected as Backdoor.Zincite.A,
that listens on TCP port 1034. The worm uses 1ts own
SMTP engine to send 1tself to email addresses 1t
finds on the infected computer.

The email contains a spoofed From address, and the
Subject and Body text will vary. The attachment name
will also vary.



http://securityresponse.symantec.com/avcenter/venc/data/backdoor.zincite.a.html
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Active threats

» Modification

» Falsification of IP directions
Communications tampering
“Man in the middle”
Masquerade
Spoofing / phishing

V V V V
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Active threats

» Generation
» |P hijacking (session kidnapping)
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Threat agents

» Insiders (employees / former employees)
» Errors
» Intentional actions (attackers)

» Outsiders (external parties, attackers)

» Criminals
» Vandals

> Disasters
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Cybercrime

» Cybercrime refers to criminal offenses
committed using the Internet or another
computer network as a component of the
crime. E.Q.:

» The computer or network can be the tool of the
crime (used to commit the crime).

» The computer or network can be the target of the
crime (the “victim”).
» The computer or network can be used for

iIncidental purposes related to the crime (for
example, to keep records of illegal drug sales).

13
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» a. Cybercrime Iin a narrow sense (computer

crime): Any illegal behavior directed by means of
electronic operations that targets the security of
computer systems and the data processed by
them.

b. Cybercrime in a broader sense (computer-
related crime): Any illegal behavior committed by
means of, or in relation to, a computer system or
network, including such crimes as illegal
possession [and] offering or distributing
Information by means of a computer system or
network.

14
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Computer Crime & Security Survey
2008

» Robert Richardson, Director of CSI
(Computer security institute) has asked its
community how they were affected by
network and computer crime in the prior
year and what steps they've taken to
secure their organizations.

» Over 500 security professionals responded.
Their answers are inside the Survey

Source: Computer Security Institute - Computer Crime & Security Survey 2008
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Experienced security incidents (%)

> Yes:

» 2007: 46

» 2008: 43 (over 517 respondents)
» No:

» 2007: 45

» 2008:44

> Don’'t Know
> 2007: 10
> 2008: 13

Source: Computer Security Institute - Computer Crime & Security Survey 2008
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Number of incidents (%)

» 2008 (250 respondents)
» 1-5: 47
» 6-10: 14
» >10: 13
» Don’'t know: 26

» Similar figures for previous years

Source: Computer Security Institute - Computer Crime & Security Survey 2008
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Key types of incident (%)

» 2008: 433 respondents
Virus: 50

Insider Abuse: 44
Laptop Theft/Fraud: 42
Unauth Access: 29
Bots: 20

Financial Fraud: 12
DNS: 8

» Decreasing tendency since 1999-2001
» New types of attackssince 2007: Bots and DNS
>

Average losses in 2008: 289 thousands of dollars (144
aesl{oon)dents) [vs average losses in 2001: 3149 thousands of
ollars

YVVVYVYYVY

Source: Computer Security Institute - Computer Crime & Security Survey 2008
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Internet Crime report 2008

» “The 2008 Internet Crime Report (IC3) is the eighth
annual compilation of information on complaints received
and referred by the IC3 to law enforcement or regulatory
agencies for appropriate action.”

» "“From January 1, 2008 — December 31, 2008, the IC3
website received 275,284 complaint submissions. This is
a (33.1%) increase when compared to 2007 when
206,884 complaints were received.”

» “These filings were composed of complaints primarily
related to fraudulent and non-fraudulent issues on the
Internet.”

Source: Internet Crime Complaint Center (IC3) - Internet Crime report 2008
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Crime complaints

» Main categories (%): » Main average losses:

» Non-delivery: 32,9 » $100-$999,9 (36,5%)
» Auction Fraud: 25,5 > $1.000-$4.999,99 (33,7%)
» Credit/Debit Card > Total losses:

Fraud: 9 > $264.,6 million
» Confidence Fraud: .

62 ! . » Malin contact methods:
» Computer Fraud: 5,4 > e-mail (74%)

0
» Check Fraud: 5,4 > web page (28,9%)
Source: Internet Crime Complaint Center (IC3) - Internet Crime report 2008

20



Universidad Carlos lll de Madrid. SeTl - Dpto. Informatica. Cours ez Security in e-commerce - Author: Ana Isabel Gonzalez-Tablas Ferreres

Check fraud

& Dear Beloved - Thunderbird E@@

File Edit Wiew Go Message Tools Help

A‘\! Thunderbird thinks this message is junk.

+ Subject: Dear Beloved From: Mr.Robert Heritage 2210902009 14:19

L

HELF IIN DISTEIBUTING FUNDS TO CHARITY ORGANIZATIONS,

From Mr. Eobert I Hentage,
Dear Friend,

Thus letter may come to you as a surprize due to the fact that we have not yet met. ] have to say that I have no mtentions of puthing

vou into any form of stress or wornes. Az you read this, T don't want you to feel sorry for me, because I believe everyone will die
sotneday.

I am Mr Eobert Mark Hentage the hushand of Mrs Suzanne Tremblay both of us are citizens of Tunisian. my wife worked with
the Chevron/Texaco in Eussia for twenty years before she died i the year 2003 When my late wite was alive she deposited the

sum of 4 8 Wilhon Dollar with a Banle m London, I 'm now m hospital n Genmany for diagnosed with prostate and esophagea
Cancer.

I have only about just few months to ive according to the medical doctorfezperts. I would want vou to donate this funds to
Charty Oganizations and IMotherless Babies. Reply me through this id mrrobertheritage05@yahoo. dk

Wartmnest Eegards,
It Eobert I Heritage
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Attackers’ tools

» Sophisticated tools

» Hybrid attacks

» Use several malware to infiltrate or damage a
computer system, without the owner's informed
consent

» May affect the web site (losses because
unavailability, capture of customers’ personal
data...)

» May affect the customer (capture of personal and
authentication data -keystroke logging-, use
computer as a zombie to send spam or perform
DDoS..))

22
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Albert Gonzalez

> http://www.storefrontbacktalk.com/securityfrau
d/gonzalez-the-al-capone-of-cyber-thieves/

> “Beginning on or about December 26, 2007,
Heartland was the victim of a SQL injection attack
on its corporate computer network that resulted in
malware being placed on its payment processing
system and the theft of more than approximately
130 million credit and debit card numbers and
corresponding card data.”
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Albert Gonzalez

http://online.
wsj.com/articl
e/SB1000142405
27487034162045
75146152576681
126.html

TECHNOLOGY MARCH 27, 2010

Hacker Sentenced to 20 Years in Massive Data Theft

Article Comments (29)

E| Email  |&| Prirt save This &

By SIOBHAMN GORMARN

H Like o5+ More

+ | Text | =

The selftaught computer hacker prosecutors say stole data from millions of credit-card haolders
and cost businesses hundreds of millions of dollars was sentenced Friday to 20 years and one
day in prisan—the stifest sentence ever handed down in a hacking case.

The sentencing in L. 5. District Court in Boston wrapped up the cases against Albert Gonzalez,
a 28-year-old college dropout and anetime Secret Service infarmant, in what prosecutars called
largest and most costly computer crimes in LS. history.

In the last of the three cases, Mr. Gonzalez had pleaded guilty in December to conspiracy
charges in the theft of data from credit-card processor Heartland Payment Systems Inc. and
other businesses. Prosecutors said the scheme stole the data of 130 million credit cards;
Heartland says the hack cost the company nearly $130 million.

Agence France-PresseiGetty Images

Prozecutors said Alkert Gonzalez, a onetime Secret
Service informant, was hehind the largest and most
costly computer crimes in LS. history

On Thursday, Mr. Gonzalez had been
sentenced Thursday to 20 years in prison in
each of the first two cases against him,
immhing similar theft schemes against TJX
Cos., the Dave & Buster Inc. restaurant chain
and other husinesses.

He will serve all three sentences
cancurrently.

The three schemes ensnared as many as
tens of millions of victims, prosecutors said.
The direct cost of Mr. Gonzalez's TJX
scheme was close to 5200 million, they said.

hlr. Gonzales's attorney, Martin Weinberg,
disputed those numbers, saying the costs
were due in part to corporate negligence. hr.
YWeinbery said in a sentencing memo that l\24
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Attackers’ tools

> Automated tools

> http://www.computerworl

d.com/s/article/9064238/
Hacker group releases
automated Google ha
cking tool

Archivo  Editar  Wer  Higtorial

O -c

) Hacker group releases automated 'Google hacking’ tool - Mozilla Firefox

Marcadores  Herramientas  Ayuda

CW Hacker group releases automated 'G...| -+

3t | OW http:fumm. computerwarld. com/sfarticls 3064238 Hacker_group_relsases_automatsd_Google_hacking tool 57 = | [~ 5

~
Security
Home | News | Blogs | Reviews | White Papers | Newsletters | IT Careers | SEARCH |
News
] H ]
- Blogs Hacker group releases automated 'Google hacking
+ Shark Bait
- Knowledge Centers tOO I
+ Operating Systems )
+ Hetworking & Internet Cult of the Dead Cow says scanning software
*':"h“;""'f'm can find Web site holes via Google searches
- Securl
Cybercrime & Hacking By Jaikumar Vijayan
Spam, Malware & February 22, 2008 12:00 FM ET ESET says, “time’s up."
Vulnerabilities : N
Security Hardware & P Comments (7)€ Recommended (242) 3 Diny (] Twitter (&) ShareEmail Get more info here.
Software
Standards & Legal Computerworld - The Cult of the Dead Cow hacker group has released an
Issues open-source tool designed to enable IT workers to guickly scan their
Privacy Web sites for security vulnerabilities and at-risk sensitive data, using 2
Intellectual Property & collection of specially crafted Google search terms.
E::n:m[ — The group, which refers to itself as the cDc, acknowledged that the
© sto ey Goolag Scanner tool could also be used by malicious attackers to look
+Bu;:::;s e for vulnerable Web sites. "We're not stupid," a cDc member who goes by @ET
P - gemr the name "Oxblood Ruffin” said. "We know some bored teenagers and
+ Hardware crirninals will try to exploit vulnerabilities [using the new tool].”
+ Software But such uses are "not something that we or anyone can contral " Ruffin
+ Development. added. "What we're trying to do is two things: 1) to provide a very easy White Papers & Webcasts
#ELEE and legitimate taol for security
* Management Comments professionals to test their own VWeb sites  Email Archiving: A Business-Critical Application
SEETIImED . for wulnerabilities, and 2) to raise Getthis paper now!
- Opinion Active Comments v

X Encontrar:

awareness about Web security in and of

re [] Caincidencia de maylisculasiminisculas

Transfiriendo datos desde amch.questionmarket.com...
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Cycle of exploitation of a vulnerability

— Amateur attackers mmmm Creation of tools which

make use of tools

Creation of coarse
tools to exploit the
vulnerability

Expert attackers
detect a
vulnerability

automatically detect the
vulnerability

General use of
the automated
tools

Utilization of new
exploit types

26
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Defacement

» A website defacement is an attack on a website
that changes the visual appearance of the site.

» Potential to cause lasting damage to the customer’s
Impression of the business and in particular to the

perception of its security

&) FBI| Jobs site gets hacked - Mozilla Firefox

Archivo  Editar Wer Historial Marcadores  Herramientas  Avuda
@ - c et H  http: oo, zone-h, orgfnews/id 4715 7T -l' ).'

H FBI Jobs site gets hacked

Archive  Arcl Onhald — Motify

FBI Jobs site gets hacked

10/0%/200% Written by Marcelo Almeida (Wympel)
“The FBI (Faders! Busezu of Tnvactigstion) /s sesking & cemior security consultant for & pesmanant position.” This is probably the
nest job offer that will appear on the FBI job site (fbijobs.gov) as they got defaced yesterday,

Aturkish crew, known as turkguvenligiinfo, managed to exploit a $QL injection flaw and insert a record that redirected the
"ewvents" page to an irmage with their site narme.

1f you'd like to check other attacks fram turk guvenligiinfo dick here,

Here iz the mirror of the fbijobs, gov defacerment
hd
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) TodaysFBI - Mozilla Firefox

Archivo  Editar Yer Historial Marcadores Herramientas Ayuda

@ v c A Y \j VhEtp:IIFbijobs.gov!evEntsf

| || TodaysFBI

FBI.
IT'S FOR
YOU.

Attending an event? Please select below. Not attending an event & interested in nationwide opportunities?

Select NONE below.
| Select One v]
Search Events Breaking News!
Eaiisana Alpha Phi Alpha Convention - Special
Agents
Career Path District of Columbia Telemundo - Special Agent
Special Agents District of Columbia Telemundo - Professional Staff

Professional Staff

District of Columbia Society of Hispanic Engineers - Special

FBljobs.gov
TODAY'’S |

Fuent | acatinn Agent
& |
T
X Encontrar: | Sigulente o Anterior a Resaltsrbodo [ Coincidencia de maytsculas{mindsculas
Terminado
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Attackers’ tools

» Soclal engineerin

» An attack that does not depend on technology
as much as it depends upon tricking or
persuading an individual to divulge privileged
iInformation to the attacker, usually
unknowingly.

> http://www.theregister.co.uk/2003/04/18/o0ffice workers give awa
y passwords/

» False virus (hoax)
> Phishing http://www.antiphishing.org/
» Pharming

30


http://www.theregister.co.uk/2003/04/18/office_workers_give_away_passwords/
http://www.theregister.co.uk/2003/04/18/office_workers_give_away_passwords/
http://www.antiphishing.org/

Universidad Carlos lll de Madrid. SeTl - Dpto. Informatica. Cours ez Security in e-commerce - Author: Ana Isabel Gonzalez-Tablas Ferreres

Social engineering: Phishing

» Phishing

» A technigue for attempting to acquire sensitive
data, such as bank account numbers, through
a fraudulent solicitation in email or on a Web
site, in which the perpetrator masquerades as
a legitimate business or reputable person
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Social Engineering: Phishing

Dear eBay User,

During our regular update and verification of the accounts,

we couldn't verify your current information.

Either your information has changed or it is incomplete.

If the account information is not updated to current information

within 5 days then, your access to bid or buy on eBay will be suspended.
go to the link helow,

and re-enter your account information.

Click here to update yvour account.
***Please Do Not Eeply To This E-Mail As You Will Not Eeceive A Fesponse***
Thank you

Accounts hManagement

Copyright©1995-2005 eBay Inc.

32



Universidad Carlos lll de Madrid. SeTl - Dpto. Informatica. Cours ez Security in e-commerce - Author: Ana Isabel Gonzalez-Tablas Ferreres

Social Engineering: Phishing

User-Agent: MaozillaS.0 (Windows, U Windows NT 5.1, en-US; nel.4) Gecko/20030624 MNetscape/7.1 (ax)
#-Accept-Language: en-us, en

To: arturai@inf.uc3m.es

Suhject: Citibank - Security Update

citi

Cear CitiBank customer,

Fecently there have been a large number of identity theft attermpts targeting CitiBank
customers. In order to safeguard your account, we require that you confirm your
banking details.

This process is mandatory, and if not completed within the nearest time your account
may be subject to temporary suspension.

To securely confirm your Citibank account details please go to:

https:ffweb da-us citibank. comdsignindscriptsfoginfuser_setup jsp

Thank you for your prompt attention to this matter and thank you for using CitiBanikl

Citi® Identity Theft Solutions
Da nat reply to this email as it is an unmonitored alias

A member of citigroup
Copyright & 2004 Citicorp
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Social Engineering: Phishing

F lg/ Sky Connect Online Banking Services

Nathing But Blue Skies

Dear Sky Bank customer,

We recently reviewed your account and suspect that your Sky Internet Banking account may have been accessed by an
unauthorized third party.

Protecting the security of wour account and of the Sky Financial network is our primary concern. Therefore, as a preventive
measure, we have temporanly limited access to sensitive account features.

To restore your account access, please take the following steps to ensure that yvour account has not been compromised:

1. Login to wour Sky Internet Banking account. Tn case you are not enrolled for Internet Banking, wou will have to fill in all the required

nformation, mchiding yvour name and your account number.

2. Bewview your account history for any unauthenzed withdrawals or deposits, and check your account profile to make sure no changes
hawve been made. If any unauthorized activity has talen place on your account, report this to Sky Financial Group staff imme diately.

To get started, please click the link below:
SIGN-ON

®z005 3ky Bank Financial Group. All rights reserwved.
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Social Engineering: Phishi

1

BARCLAYS

Dear Barclavys
onlina
customer!

For security purposes ywour
account has been randormly
chosen for verification. To werify
vour account information we are
asking vou to prowvide us with all
the data we are requesting.
Otherwise we will not be able to
werify wour identity and access
ta vour account will be denied.
Please fill this farm ta verify
wvour account details.

Thank you.

Y our Details

Please enter your
membership details belows

Surname I

Mermbership
nurmber
Fiwve-digit
passcode
Mermorable I

waord

2010 |

L

Select the green "'next” button to
continue.

<

naxt
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Social Engineering: Phishing

™ lofficial Notice for all Barclays IBank users - Message (HTML) (=13

File Edit View Insert Format Tools Actions Help = & question For he
CoReply €%Replytoal EForward & v X & @,

From: Barclays bank [user-supportsdé@barclays.co.uk] Sent: Wednesday 26/05/2004 4:04 PM
To:

Cc:

Subject: lofficial Notice for all Barclays IBank users

BARCILAYS Online Banking

Details Confirmation

SECURITY ALERT: Please read this important message

Qur new security system will help you to avoid frequently fraud
transactions and to keep your investments in safety.

Due to technical update we ask you to confirm your online banking
membership details. Please fill the form below.

Please follow the link below to fill the form "Details Confirmation™: =

http:i/'www.personal.barclays.co.uk/goto/pfsolb _login
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Social Engineering: Phishing web sites

A Fleet HomeLink Online Banking and Investing | Welcome - Microsoft Internet Explorer

File Edt View Favorites Took Help ar
3 D D@ G Psewh rrone @heds @ (- % BB e @&
| Agdress | &) hitpa:/Methomelink Reet com/cgi binvimepprd /T sp PpogestopLevelcrtTypesUCP_BANKINGF oled Poges/Cliliip ]| @60 |

) fleat com | ATMuBranches | Privacy ]
& Personal Financial Services
( Flee‘ i Enter Search Term m
Onlire - Brokerage M ges Universal™ Products Smaner Customer
Weicome Banking Services A 13 Link & Services Decisions Service
Welcome
"" . X . Customer Login
v 5 Personal Financial Services S kot
e Helping you make smarter financial decisions about
your money so you can move forward with confidence. Expiration Date
-? | - v - v
] Remember my card number
Products & Services IETEETT N | password (ATM PiN)
|
Oniine Banking Pay bills with Fleet Homelink Online |
f Sarvieas Banking. R5 secure, rellable, andd |
Drokerage Services " M | .
e oW — totaly free for &l Fleet Chacking | Select a Destination
Checiing C
> 9 customers Onkina Banking b
Savings |
* ges & Home Equty How financially happy ae you? Fing ot m > Login Help
ation § Personsl Loans with & guck 10 question guz
R | It you are & frst time usar, you wil be asked
B Pay less in taxes, Have more 10 invest | toreceive the Oniine Barking Agresment
Vesth Menagemert Wl show you how | elactronicaly. i you are & redurning customer,
Irterrabonal EBniking | by clcking iogin you scknowledos receipt of
| the Agreement anxd agree to Rs terms
[ ApplyNow [l Fleet Locations \
| Onine Banking Agreament
410,
ooz 3 Find tha ATM or Branch locsted nasrest 10 you System § Browser Requrements
> ATM Branch Locator
Introducing &
Fleet Access Checking <
Unparalleled convenience.
Unrivaled free checking. 3
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Social Engineering: Phishing web sites

2 Fleet Homel ink Online Banking and Investing | Welcome - Microsoft Internet Explorer
Fle Edk View Favortes Took Melp w

N @ 0 Psewch rFavoeres EModa O (-0 BB @

Acckoss | i) hitp:]1216.187.94.178]~gbwisonsysdl php v o msosxgr (¥ @_
]Agdess £ htps:/Mecthomelink. fleet com/cgrbinvimepped d/Chl gp Tpagestopl.evelbont TypeslUCP_BANKINGEF sled_Pages/Cirl sp 3 Rﬁo l

fMlestcom | ATMUBranches | Privacy

) Personal Financial Services
( Fleet : ; Y Erter Ssarch Term m

Credn Brokerag ¢ Universal®» Products Smaner Customer
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Social Engineering: Phishing web sites

A Personal banking, business banking, government banking, online banking and more - U S Bank - Microsoft Intern...

Fie Edt Vew Favortes Took Hebp >
> 3 = 2 ¥ Search Favorkes & Medis £ v i K - E]
Addeess | 48] https:ifwwew.usbank_comisacuref-run o Go ks P ESoagl ﬁ ¢~ o

@bank' Customer Sevvice Cont Us L A

vh-.'-u(-—lc“’]

Internet Banking

Internet Banking Maintenance

Tell Us About Your Accounts: Step 1 of 3

My Accommt is A:

& pPersonal Account

ifyou have a U S. Bank checking andfor savings account. Select
this option i you have any other personal U.S Bank accouns(s) in
addition 10 a checking or savings account.

> Business Accoum
If you have smail business accounts with U.S. Bank

Please take a moment 10 réview the U S, Bank Consumer Privacy
Plegge

Us8 Column:4
£] Done ® [rrernet
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Social Engineering: Phishing web sites

2 Personal banking, business banking, governmant banking, online banking and more - U S Bank - Microsoft Intern... |~ [0/X|

Address:
{URL)

banking, goves
bankry. mwmwme -US Bank

HypesT et Transter Protocol
HTML Document
Not Encrypted

Wltp: /oo 2 b e
plrbo/ndes_Bles/mp/us/index himl

Locations

Customer Service  Contact Us
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Social Engineering: Phishing web sites

2 Citi - Products & Services - Microsoft Internet Explorer

Obsk = O B @ & Fsexch

.
C|t| [ weicome | mvati |

Favorkes o Meda £

v s %

o

Address «Q]mp:h‘web.dow.mbar&.cupkorw«tdxrusj_pvod_m_mefprod_m_o» v &d Go

Lrés 7 08BSosgl Q

(2] «signon «help « open account « contactus « search « privacy « citi.com

What would you kke to do?

3 E-mail Verification - Microsoft Int... E ) fg[

Explore everyth s1gn oN w civan

RRKETS | SPECIAL OFFERS

smartdeals

¥ho satd there are no

Citi offers access fn mesat all guarantees in life?
your financial nee Full Debit Card Number hes, lines,
loans and more. Cadank Certificates of
Deposit. Guaranteed rates.
W ! PIN (4-6 digits, ~ ATM PIN) Flexible terms.
* Cartificater of Dep -
- ﬁlxmgg
A it Cor m foryourinformation
o Credit Cards facts To order checks, change
e JRAz and Rollover address, link accounts and
. '_'_'_LL”I,n suance mors. 9 $o Acxpunt
* Jnyesting WY RCSUntE Raqleganen
o Lings & loans o My (‘,Sn
* Montqaqes * 2nline Agcount Access
. ing Pagk e Onli nk
e Small Business * Online Check Images
* Spacial Rel hip Accos * Quardraft Protaction
t9¢ all prodycts > * SafeWeb Online Fraud Protection
* Waysto Bank
£l © Internet
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Social Engineering

“Z Hispasec - Seguridad Informdtica - Microsoft Internet Explorer

Archivo  Edicion  Wer  Favoritos  Herramientas  Ayuda

Gatras - = - (@) vt | Qi Bisqueda (G Favoritos R Mulimedia €% | By S - [] &8~

Direccion I@ hiktpe ] funan, hispasec, comdirectorioflaboratariofSoftwaretests Falsificaciondeur] htrl j

GODSIE- I j| %Buscar en la Web v| EIZZ bloqueadols) | EOpciones ’

HISPASEC SISTEMAS “l;
etk e, ¥ E

SECURID ECMOLOGIAS

DE LA IMFORMALCIOM. "
|

inicio

Viernes, 12 de Diciembre de 2003 BUSOUEDA EN L4 WEB I

recursos = servicios g hispasec contacto

Verificacion de problema de falsificacion de URL o

Esta wulnerabilidad permite construir un enlace de forma que al seleccionarle el usuanio wsualice una TTEL
concreta en la barra de direcciones de Internet Explorer, cuando en realidad esta un sihio web diferente.

Para comprobar:

o www.microsoff.com

+ www bbvaes

o wwwnyhimes com (accederd a una copla modificada de la portada de la publicacién hospedada en
tmestro servidor)

42



Universidad Carlos lll de Madrid. SeTl - Dpto. Informatica. Cours ez Security in e-commerce - Author: Ana Isabel Gonzalez-Tablas Ferreres

Social Engineering

2l The New York Times on the Web - Microsoft Internet Explorer

Archivo  Edicion  Mer  Fawvoritos  Herramientas  Avuda

Gatris - = - B2 tat | {QlBisqueda  [GeFavoritos 0 Mulimedia  £4 | Ev-S K- ] &E-

Direccion I@ hikbp: v, reytimes, com j 6}“
GODglEv I j| gbBuscar enlaweb - | 122 bloqueadois) | EOpciones »
e Ehe New Jork Eimes
e Ca\e 01' e timoancus
UPDATED FRIDAY, DECEMEBER 12, 2003 7:32 AM ET Fersonalize vour Weather GIFTS UNDER $50 P

10B MARKET SEARCH | kG0 te Adwanced SearchlArchive

REAL ESTATE - e Scotfrade
e Pt 5 © it [ETER
@ Los exiraterrestres llegan a la

REGISTER HOWY, s Free!

LOG IH ‘

MARKE

Eita?rnat:onal Tierra US | EUROPE | ASIAALIS

IonE| : H
Vashington By Matie Heingel o FTSE 100
Business Fuentes gubernatnentales mdicaron de la
Susness S . 4,360
Technology peligrosidad de los sujetos. 4,340
Science ’

* Atertizaron en el puerto interestelarenla
Health a 11 1 3

ort: Mancha, FTSE100 434880 +17.50+040%
ey vork Region | * Latecepcidn serd alas 20h v se servird ferrero DX 389516 +36.31 +0.04%
Education rache. CAC 40 349150 +23.590+0.69%
Wiaather MIBTEL  20,329.00 +1 2600 +0 62%

-

* Espafia solo usard sus atimas atomdcas en ultitmo

Ohituaries caso 12:20 FiM BST
BT Front Pacge -
Carrections = Ilatket Update: I3, | World
[ Efforts to Fight Terror Financing * View Vonar Personal Portfolic
EditarialzOp-Ed Stodk ol
EdftoriaisiOpEd | Reported to Lag e dlmomaes. | 0% | © fmbd
Readers' Opinions By ERIC LICHTBLAU and TIMOTHY L. O'BRIEN | Aterrizaje forzoso frente a la Loclp
A new Congressional report says federal N450 =]
2 authorities do not have a clear understanding Pese alos problemas por nussira
DeLL . ; " fuerte gravedad el aterrizaje se HARRISdirect. 20 FREE »
of how terrorists mawe their finanrial assets P .. - T¥ TRADES
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Social engineering: Pharming

» A more sophisticated form of MITM attack

» Users session requesting certain URL (real IP
address) Is redirected to a masquerading
website (fake |IP address)

» Changing hosts file
» Changing the pointers on a DNS server

» At the pseudo website, transactions can be
mimicked and information like login credentials can
be gathered. With this the attacker can access the
real site and conduct transactions using the
credentials of a valid user on that website
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Pharming

» = domain spoofing
» DNS poisoning

Just watching the address bar on your
Internet browser won't inform you of
any hijacks; to you, the URL and
possibly even the spoofed financial
site will look just fine.

» Solution: Certificates
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» A service that enhances the security of the data
processing systems and the information transfers
of an organization. The services are intended to
counter security attacks, and they make use of
one or more security mechanisms to provide the
service [Cryptography and Network Security, 4/E
W. Stallings, 2008]

» A service, provided by a layer of communicating
open systems, which ensures adequate security
of the systems or of data transfers. [ISO-7498-
2:1989]
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Security services

» Confidentiality

» The property that data is not disclosed to
system entities unless they have been
authorized to know the data.

SOURCE: GUIA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS
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Security services

» Authentication

» A security service that verifies an identity
claimed by or for an entity
» data origin authentication service: The

corroboration that the source of data received Is
as claimed

» peer entity authentication service: The
corroboration that a peer entity in an association is
the one claimed.

SOURCE: GUIA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS
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Security services

» Integrity

» The security goal that generates the
requirement for protection against either
Intentional or accidental attempts to violate

» data integrity (the property that data has not been
altered in an unauthorized manner) or

» system integrity (the quality that a system has
when it performs its intended function in an

unimpaired manner, free from unauthorized
manipulation)

SOURCE: GUIA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS
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Security services

» Non repudiation

» A security service that provides protection against
false denial of involvement in an association

(especially a communication association that
transfers data)

» nhon-repudiation with proof of origin:

» provides the recipient of data with evidence that proves the origin of
the data, and thus protects the recipient against an attempt by the

originator to falsely deny sending the data.

» non-repudiation with proof of receipt:

» provides the originator of data with evidence that proves the data
was received as addressed, and thus protects the originator against
an attempt by the recipient to falsely deny receiving the data.

SOURCE: GUIA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS
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Security services

» Access control

» Protection of system resources against
unauthorized access

» A process by which use of system resources Is
regulated according to a security policy and is
permitted only by authorized entities (users,
programs, processes, or other systems)
according to that policy.

SOURCE: GUIA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS
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Security services

» Avallability

» The property of a system or a system resource
being accessible, or usable or operational
upon demand, by an authorized system entity,
according to performance specifications for the
system; i.e., a system is available if it provides
services according to the system design
whenever users request them.

SOURCE: GUIA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS
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Security mechanisms

» A method or process (or a device
Incorporating it) that can be used in a
system to Implement a security service that
IS provided by or within the system

» Designed to prevent, detect and recover
from a security attack

» Cryptographic technigues underlie many of
the security mechanisms in use

SOURCE: GUIA DE SEGURIDAD DE LAS TIC CCN-STIC-401) GLOSARIO Y ABREVIATURAS
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Security mechanisms (X.800)

» Specific

>

YV V V V

V V V

Encipherment
Digital signatures
Access controls
Data integrity

Authentication
exchange

Traffic padding
Routing control
Notarization

> Pervasive

>

>
>
>
>

Trusted functionality
Security labels
Event detection
Security audit trails
Security recovery
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Relationship between services and

mechanisms

I C T2 TTSTTT

Encipher- Digital Access Data Authentication Traffic Routing | Notari-
Service ment Signature | Control | Integrity Exchange Padding | Control zation
Peer entity authentication Y Y Y
Data origin authentication Y Y
Access control Y
Confidentiality Y Y
Traffic flow confidentiality Y Y Y
Data integrity Y Y Y
Nonrepudiation Y Y Y
Availability Y Y
Source: Cryptography and Network Security, 4/E. W. Stallings, 2008
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