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“Digital signature schemes”
Proposed exercises

Exercise 1:
Consider an RSA system with p=13 and q=19. We want to sign the message M=10. If the exponent of
our public key is e=11, compute the digital signature of M and verify it.

Exercise 2:
Two spies A and B exchange messages by email. They want to keep in secret these messages and also
authenticate the origin, because A suspects that C wants to impersonate B. Accordingly, A and B
digitally sign and encrypt their emails coded with 27 elements (A=00, B=01,..., N=14 ,..., Z=26). They
use RSA both to sign and encrypt with the following parameters.

A: Na=3:13 =39 ea=5

B: Ng=5-11 =55 ep=9

ABCDEFGHIJKLMNNOPQR STUVWXY?Z

01234567891011121314151617181920212223242526

A and B has a plan and they only need to know if the city where they want to meet is PARIS (P) or
LISBOA (L). They encrypt the first and the second letter of the city and only sign the first. Consider
the city for A is Paris and for B is Lisboa.

a) Calculate the two messages encrypted: Ca y Cs.
b) To sign the messages. Fa(Ma) y Fs(Ms).
c) Decrypt the ciphertexts and verify the signatures

d) A and B do not agree in the city. Indicate a secure protocol where they only exchange the message
PARIS

Exercise 3:
Calculate and verify the El Gamal signature of a message M=5, g=2, p=11, Xa=8 (signer’s private key),
and the random number k=9.

Exercise 4:
Alice wants to send to Bob a message M composed of hexadecimal digits, using a signature with
appendix. She uses El Gamal with the hash function o-exclusive (® ), x @ y = (x+y) mod 16, where x
and y are hexadecimal digits. If M is

0123456789ABCDEF



a) Apply the hash function to get the message-digest R that is a hexadecimal digit long

b) If A chooses, p=17, g=7, Xa=5, Ya=11, k=9 Does these parameters satisfy the conditions to be used
in El Gamal signature algorithm?

c) Get the signature on message M.

d) Make the calculations that B does in order to verify the integrity of the message received. Is the
signature valid?
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