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Lab assignment: Classic cryptography

TOOLS

This assignment is intended to be executed in Cryptool 1.4.XX

INTRODUCTION

Please take a few minutes to familiarize with the menu of the application.
The application shows a text which can be used as a clear text sample.

All cipher/decipher functions are applied to the window which is active at the time.

EXERCISES

Exercise 1:

Consider the following clear text:

Student SURNAME, NAME has received a grade of B+ in
CRYPTOGRAPHY AND NETWORK SECURITY 2012/2013

Copy and paste the former text into the Cryptool environment.

a) Usethe alphabet that contains upper- and lowercase. What happens if the keys “a”, “A”,
“Z" are used? Taking into account these results and those obtained from your own
experiments, how does this cipher work?

b) Explain and justify what happens when encrypting using this configuration:
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&* CrypTool 1.4.30 - startingexample-en = 5
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help

D|=|a|@|8| & 0@ & 2\

ST startingexample-en Key Entry: Caesar / ROT-13

Student SURNAME, NAME has received a grade of B+ in CRYPTOGRAPHY AND NETWORK SECURITY 2012/2013 Heecu

Here you can enter the key for the Caesar cipher
Caesat is a mono-alphabeic substitution, where the characters of the cleartext

A Iphabet are mapped to the ciphertext alphabet by shifting. This shifting value is the key.
Text Options “ =
bl You can enter the key as a number or as a single character of the alphabet.
Formatting options for cleartest and ciphertext Rot-13 is a special variant, where the key has the fixed value of half the length
[V Keep characters nat present in the alphabet unchanged of the cleartext alphabet. This variant is only selectable if the length of the alphabet

is an even number.

Upper/lower case i cleartest and ciphertest

Select variant ti to inte t the alphabet ch: te
™ If possible, retain case information for encryption/decryption eleet vanan U B PR S TR
@ Caesar @ Value of the fist alphabet character = 0 fe.g. "A"=0)
¥ Distinguish between uppercase and lowercase ;
© Rot13 € Value of the fist alphabet character = 1 (e.g. "A"=1)
Define the alphabet used in text ciphers
Key enty as

[V Uppercase letters [ Lowercase letters

@ Alphabet charscter | 2
[ ipace: [Specia chaacters p
0

c [
I~ Numerals I~ Unlauts WL

Alphabet to use (26 characters):
|ABCDEFGHIJKLMNDPQHSTIJVW’XYZ

Propeties of the chasen encryption

— Shift of 0
Reference file for statistical applications Mapping of the alphabet (26 characters)
C:\Program Files\CrypT ool\referencetengish.tt Find from: [ABCDEFGRISKLMNOPQRSTOVWXYZ

to: ‘ABCDEFGHIJKLMNOPQRSTUVWXYZ

Apply Restore defauit [ Cancel |

Enciypt I Deciypt Text options Cancel

Press F1 to obtain help. L2 C:1 P:98

Exercise 2:
Consider the following clear text:
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Use the Playfair cipher with the key “ABETOS” and a matrix of size 5x5, and perform an
encryption and decryption operations. Repeat the process with a 6x6 matrix.
a) Is the message fully recovered? What is the difference between using each
matrix?

b) Are new characters present in the message? If so, why?
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Exercise 3:
The following cryptogram is the result of the encryption of a text written in English:

c2¢cihgQ20i5aM 05hhgMZzI YjO 6Skm 55QTbOmV4 7h 162TUg YfN T0i96WP1m
0g12S5hd8. uV76j MZ5k243YSlg a2 N5n0akKW Thf IRP 6rglOX6 ngaXR 7a2al
35kjaMP6, 3b5 355k27Y2S jia3P O ecl YQ S83g14 6acmVO P7 ikOO 7h YfKWcs2 IRPWk
0g1255hf036. y6545-1h23P OgYd83WI a63526g 9K6S 426X 3850623Tn9d8 5671 IY
65k678 SOk10K2S 62kSR1I YN N2famXTQ3haYY 3kclYN2eg. 2Y7502j

M2cihgQ20i5aM 05hhgMzzI 525P 6ha6 4YWji6 MSOkY43P5bgISN6 p5aMS 0386
35Sbf 2XLZrga2 X2k2 55QTbOmV4 7aYf 3SOm c7 XZ5fYd Z22mc4YW6. M56 6Z5d 1gXP
2g YhZWcbb8 PT1bh6-240m2 2XLZrga2 XSm5gN3 7h 0j807h4jKOVb0 h1Z7h0gV
65k67SNOmM6gX T6 66kM56125. s0S562V P0i522T6 bg ha4 2g h90 L6liez4Whbk
XPS625 3Z SgY3VP Tbhba3P-6mYIO L139g2T6, 3b5 35S e6eS40m6gX3 7a2q SY7kc54NS
8cj 35S 02jSQWS5YISZ1. GecnOXP7f UH, CN2W

a) Asthe cryptogram contains numbers, lowercase and uppercase symbols, change
the text options in Cryptool to include those characters. (Beware of the order:
first numbers and then lowercase)

b) Study the frequencies of single characters, and groups of two and three letters.
Store the results.

c) Use the automatic tools for the cryptanalysis of the ciphertext above. Give the

clear text and explain the steps taken in the process.

Exercise 4:

Cryptanalyze the following ciphertext considering the following:
- The text is in Spanish.
- The cipher is a monoalphabetic substitution.

Decrypt the following text.
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CRYPTOGRAM. What is the average distance from Jupiter to the sun in kilometers?

03VTV UUV5B 4Q9BU B8V4Y BJ3VB VUUVE BOVLEF BLBTY
FUUOSN BE9LS YOVLA 9QVUU BQVY3 89UBT OFV4Q BTBOY9
LF4B4 YVVTE VOB4Q 9J3VB U534V 4B49T VE3TF VTVV4
YOVUB TBUZV 4BTBQ BOTVB UL94B U534B YO9ZE VYBQV
J3VUU V5BGB LBGBU UVO9B ULBTY FUU9E VO9LS Z98F9
J3VTV YBOQB GB4NJ 3VO9L F4B4Y VIVQB GBEOF VTBEY
OUUVS5 BOBUB LBGRU UVOFS BTVUU V59BU BE3VO YBQVU
B8V4Y BNS8F9 BUBTQ 9TQVT YOBFQ BTZ9S BTJ3V BUUFV
TYBGB 4J3VB VUUVE BOVLFEF V094Q STAVO Z9TBT Q94LV
UUBTY9 Q9T50 BLFOT BTQBZ BTJ3V QVUB4 YVQVU BE3VO
YBQVU LBTYF UU9TV VTYBG B4T9U BSB4Q 9V4VT Y9OT3L
VQF9B LBTO9J 3V34E 90J3V 09J3V B4QBG BOVLS 5FV4Q
90Vv34 9TOBT YOS9KY9 T34B4 9ZGOV QVUEU B4VYB 3BZFU
U94VT QVPFU 9ZVYO 9TBUT 9UZVO L30OF9 XC1WM WZEUU
94VTQ VPFU8 V43TX W/C2X WK3EF YVOM7 XCWWX 4VEY3
49CXX CMHH7 1ZB4B QBQVE 3VOLY9 TJ3VT F4EVO Q94BT
FTVUU BZB4Y 91934 L3V0O4 9BL3N BTVBU VUUS9T TVOVL
95V4N BUF4T YB4YV TVUVO VEOVT V4Y9B Q94J3 FKOYV
U9J3V QVTVB GBJ3V VOBJ3 VBU53 4V4B4 S9ABLF BTVBU
QVT38 V4FQB NBTFL 94VTY OBY9LY9 4YV4Y 9UUV5 9BURS
V4YBN BUBTQ BZBTU BTL3B UVTLY9 Z98FV 0948V 4F034
AS9ZGO VQVBJ 3VUUB T3VOY VBOZB QSNLY9 4UB4S BNBQB
O5BUU V4BTQ VZEVQ 9TVFG B4BV4 YOBOV 4UB8V 4YBEV
09094 J3FK9 YVLOU F5FV4 Q9ESO T3A3F QBT3Z FVQO9B
USB4Q 9TVUB 8FTVO BQVEB EVU94 NQVTL 3GOFV 4Q9T3
TVLON EO9U89 09T90 9TYO9 L9945V 4YFUY BUB4Y VN89S
OVEOST BQBUV TQFK9
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