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Mathematical background
Proposed exercises

Exercise 1:

Computing inverses. Solve ax=1 mod.n, when g.c.d(a,n)=1
a) Applying Fermat’s theorem. Solve: 37x =1 mod.5
b) Applying Euler’s theorem. Solve: 7x =1 mod.12

c) Applying modified Euclid’s algorithm. Solve: 32x = 1 mod.5

Key:

a)
a=37, n=5 prime, g.c.d.(37,5)=1, por Fermat: x= 37"? mod.5 &
x=37>2 mod.5 = x=3 mod.5

b)
a=7, n=12 (not prime), g.c.d.(7,12)=1, by Euler: x = 72121 mod.12
Then, 12 = 223, ®(12) = ®(22) - ®(3) = 221+ (2-1) - 2= 4
x=7%' mod.12 = x =73 mod.12 = x =7 mod.12

c)

(The key is straightforward if the equation is reduced, leading to 2x mod.5=1).

In order to show how Euclid’s algorithm should be applied to compute inverses, the process is

illustrated below:
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a=cin+ri ®ri=a-—cin

N=Cri1+rn = rn=n-cir

=2 rn=n—-c(a—-cn)= r=n(1+clc2)—c2(a—cin) ®
r=n(l+cic)—caa

Then: r,=1=n(l+cic))—cxa= 1l=—c;amod.n ®

1=-2-32mod.5 = x=-2 mod.5 ® x=3 mod.5

Exercise 2:
Solve ax=b mod.n equations, when g.c.d(a,n)=1

a) Applying Euler’s theorem. Solve 3x = 3 mod.14
b) Applying modified Euclid’s algorithm. Solve 19x = 4 mod.49

Key:

a)
a=3, n=14 (not prime), g.c.d.(14,3)=1, by Euler: a1 = 3*14-1 mod.14
Then, 14 = 7-2, ®(14) = ®(7) - D(2) = (7-1) - (2-1) =6:1=6
al=3%! mod.14 = a'=3°> mod.14 = a' = 9-9:3 mod.14= 243 mod.14= 5 mod.12
= (Applying modular reduction) a! =5 mod.14
x=alb=5-3mod.14=1

b)

19y = 1 mod.49, where x=y-4 mod.49
n=c-a+n

49=19-2+11

19=11-1+8

11=8-1+3

8=32+2

3=21+1

ri=n-2a
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r=a -ri= a-n +2a=3a-n
rs=rl-r;=n-2a-(3a-n) =-5a +2n
ra=ry-2r3=3a -n -2(-5a +2n) = 13a -5n
1=r3—rs=-5a +2n - 13a +5n=-18a +7n

1= -18a mod.49

y =-18 mod.49 = 31 mod.49
Xx=4-ymod.49 =4-31 mod.49= 26 mod.49

Exercise 3:
Solve ax=b mod.n equations, when g.c.d(a,n)=m#1

a) Applying Euler’s theorem. Solve 15x = 6 mod. 9

Key:
a)

The equation is equivalent to: 6x=6 (mod. 9)
a=6,n=9,g.c.d.(6,9)=m=3
b=6=2-m
Computing y:
2y (mod. 3)=1
By Euler y=21(mod. 3);y=2
Therefore:
x=(6/3)-2+(9/3) -k ;
x =4+ 3k mod.9, fork={0,1,2}

Exercise 4:

Modular arithmetic. Miscellaneous exercises

a) Using your preferred method.
i) Solve: 2x =1 mod.4
ii) Solve: 37x =1 mod.10
iii) Solve 3x =5 mod.8
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b)

Key:

iv) Solve 5x =10 mod. 15
v) Solve 63x =2 mod. 110

Mathematical proofs on properties:

i)  Proof that:

Given M, n such that g.c.d(M,n) =1, and
Given e,d € Z-{0} such that e - d=1 mod. ®(n), then the following expression holds:
Me 4 mod. n =M

ii) Justify whether these statements are true or false:

ii,a) 161+ 1617mod17 =1 mod17
ii.b) 1617-161®mod17 =-1 mod17

iii) Proof that:

Given a, n integers such that g.c.d. (a,n) = 1, then:
a*=a¥ mod. n ®x =y mod. ®(n).

iv) Proof that:

Given a, b, ¢, n € Z-{0} such that g.c.d(a,n)=d, if ab=ac mod.n = b =cmod. n/d.

v) Proof that the following system has no solution:

x=2 mod.6
x=3 mod.9

i) Solve: 2x =1 mod.4

a=2, n=4, g.c.d.(2,4)#1, thus, there is no key.

ii) Solve:37x =1 mod.10
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a=37, n=10, g.c.d.(37,10)=1, by Euler: x = 372191 mod.10
Then, 10=2 -5, ®(10) = ®(2) - ®(5)=1-4=4
x =371 mod.10 ® x =373 mod.10 ® x =7 *mod.10 = x =63 mod.10 =

X =3 mod.10

iii) Solve 3x =5 mod.8

We transform it into 3y (mod.8) = 1 where x=y-5 mod.8.
By Euler’s theorem x = a1 mod.n

Since ¢(n) = nk-1 (n-1) we get ¢(8) = 4,

y = 3%8)1mod.8 = 33 (mod.8) © y =3 mod.8

Isolating x = by (mod.n), we finally solve:

x=15(mod.8) ® x =7 mod.n

iv) Solve 5x = 10 mod. 15

g.c.d.(15,5)=5=m

y (mod.3)=1

by Euler y=1(mod.3);y=1
Then:

x =(10/5).1 + (15/5) .k ;
x=2-1+3k, fork={0,1,2,3,4}

v) Solve 63x =2 mod. 110

1 1 2 1 15
110 63 47 16 15 1
47 16 15 1 0
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n=cia+rn=ri=n—-ca
a=Crn+rn>rn=a—-cn
L =C3rn+r3>r3= ri—Ccsmn

) =Caf3+ 3 @ ra= rz—C4r3=l

r3=Csta+rs > rs=0,c5=1

110=1-63+47 = 47=110-163 )
63=147+16 = 16=63—1- 47

47=216+15 = 15= 47-2-16 >
—>
16=115+1=1=16-1-15
15=151+0
J
1=16-1-15=

=(63-1-47)—1- (47-2-16) =
=(63-1-(110-1-63))-1-(110-1-63-2:(63 - 1-47)) =
=(63-1-(110-1-63))-1-(110-1-63-2:(63 - 1- (110 - 1-63))) =
=-4-110+7-63

1=-4-110+7 - 63 mod.110 = 7 - 63 mod.110
63 1mod.110=7

X=7-2mod 110 =14

(This is the proof of RSA)

e:d=1mod ®(n) > e-d=kD(n) +1

g.c.d(M,n)=1 = (by Euler’s theorem) M®"=1 mod n & M¥®" =1 mod n
Then:

Me&9 mod n = M&®M +mad n = M*®M- M mod n =M mod n
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i)

i)

Applying Fermat’s theorem: at®*mod17 = 1 if g.c.d(a,17)=1
ii.a) (False =0)

ii.b) True (it wouldn’t be if it were an equality)

We start by:
a¥X=a'mod.n;
a¥Y=1mod.n;
a®M =1 mod. n; By Euler’s theorem
Then: x-y = k - ®(n) ; for any integer k.

Then: x =y mod. ®(n)

ab =ac mod..n = there is an integer k such that ab—ac=kn (1)

g.c.d (a,n)=d = there is an integer ka such that k. = a/d

g.c.d (a,n)=d = there is an integer kn such that kn = n/d and that g.c.d(ka, kn)=1
Dividing (1) by d:

a/d(b—c)=kn/d = ka(b—c)=kkn = ki is a divisor of k =

(b—c)=k/kan/d = b=cmod.n/d

x=2 mod.6 = there is an integer k such that x=6k + 2
6k +2 =3 mod.9 = 6k =1 mod.9, g.c.d(6,9)=3#1 = There is no key
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